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1. INTRODUCTION 

Recently, spectrum occupation results in lack of resource, and cognitive radio (CR) is introduced as 
technique to provide network with higher the spectrum efficiency. In CR, users in the secondary network are 
able to dynamically access the licensed spectrum provided by primary network [1-3]. In the current researches 
about the cognitive radio networks, two popular kinds of CR network are employed, such as underlay and/or 
overlay spectrum sharing strategies. The unused licensed spectrum is reused by secondary users to access 
network and collision is prohibited with the primary transmission, and such is called as the overlay strategy 
[4-6]. By controlling the interfere to the primary receivers under a threshold, the secondary network applying 
the underlay strategy, and it then shares with the primary users in term of licensed spectrum. Advantages of 
CR can be determined in various works such as [7-9]. 

To further improve the spectrum efficiency, non-orthogonal multiple access (NOMA) technique is 
also introduced, it benefits to wireless network by allocating multiple users using different levels of transmit 
power to access the same frequency [10-12]. The receiver need to distinguish the different signals, and it 
requires operation of successive interference cancellation (SIC) [12]. The NOMA based CR networks are 
studied recently. Taking advantages of both the cognitive radio and NOMA techniques, it will benefit from the 
spectrum efficiency and massive users connected [13]. 

It is necessary to put our concerns on information security for the cognitive radio networks in which 
NOMA is activated. Advantage of spectrum sharing nature in the cognitive radio benefits to CR-NOMA net- 
works, however it is vulnerable to be eavesdropped since the eavesdropper can pretend to be a secondary user. 
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Recently, secure performance is presented in the context of NOMA implementation [15-24]. Motivated by 
these papers, we consider secure outage probability of CR-NOMA. 


2. SYSTEM MODEL 

In Figure 1, the considered system contains secondary network including base station BS, and N 
relay nodes, two destination U;, U2, one eavesdropper E, We denote h, as channel dedicating to node u, and 
it follows Rayleigh fading model with channel gain A„. It is noted that Ps is transmit power at BS and it is 
limited under constraint with the primary network. The interference channel from BS to the primary network 
is hs P: 







A bf 
rt p 


Secondary 
Network 


Figure 1. System model of CR-NOMA with eavesdropper 


The transmit power constraint is limited at BS 


I 5 
Po < min ( ZP) (1) 


where Pg and J is maximum average transmit power at the BS and interference temperature constraint (ITC) 
at primary destination Pp. 
In the first time, R receives the following signal 


yr = hr, (VarPsan + VazPsz2) + np, 2) 





where hpr, is the channel between BS and R, the AWGN noise terms at R is np, indicates. To decode 
signal xı and zə at R, the signal-to-interference-plus-noise ratio (SINR) and signal-to-noise ratio (SNR) can 
be respectively written as (3) 


2 





1 aips\hr,, 
YR ae ae (3) 
azps|hr,| +1 
where ps = Ps is the transmit SNR at the BS. 
At relay relying SIC, the received SINR at R to detect its own message £2 is given by (4). 
Yr = 42Ps|hRn|” (4) 


In the next phase, signal Vaı Pr%1 + Va2Pr%X2 is forwarded by relay R to U;, i = 1,2. We denote Pp is the 
transmit power at R. U; receives the following signal 
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yu; = hu; (Jai PRz1 + Va2PRz2) +ny, ,VWie {1, 2} (5) 


in which the AWGN noise terms is ny, measured at U;. hr, is denoted as the channel between Relay and Uj. 
Further, principle of NOMA applied to U; with higher power factor, it can detect zı by considering Zz as a 
background noise with the following SINR 


aiprihu, l? 
wW, = > (6) 
azpr|hu,| +1 


where pr = oy is the transmit SNR at R. 


To continue detecting procedure, U needs SIC to decode zı while considering its own data %2 as a 
noise. The SINR is written as (7). 


aiprihu,|” 


925 = —— 5 (7) 
 azprihus|’ +1 
In this regard, U> detects its own signal and the corresponding SNR is given as (8). 
Wa,e2 = azPrlhu,l? (8) 


Unfortunately, eavesdropper steals information from the selected relay, the received signal at Æ is 
given as (9) 


YE=heE (v a1PEr1 + y a2Ppi1) + NE (9) 
where np is the AWGN noise terms at E. The channel between Relay and E is hg. Then, SNR at E is given as 


ygi = aipelhe? iE {1,2} (10) 


where pg = fy is transmit SNR at E. 
The secrecy capacity for U; is computed as (11). 


1 1+ min (ve Ww.) = 
logy ee (11) 
2 l+~yE, 





Cy = 





where [a] * = max [, 0] . 
Similarly, the secrecy capacity for Uz is formulated as (12). 


1 1+ min G VW. ) T 
51082 Ho Maa (12) 


C = 
? 1 + YE» 








The criteria to select relay n* is defined related the best channel given as (13). 


n* =arg max |hp,| (13) 
1,2,- N 
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SECRECY PERFORMANCE ANALYSIS 


Secrecy outage probability of U1 
SOP performance at user U; is computed by (14) 


3. 
3.1. 


POP = Pr (C; < R1) 
í £ 
1+7E 























Tiin arps|hr,» |? aiprihuy |: 
-Pr aops|hr,,« PH? e z 32Rı (14) 
1+ ajpelhe| 
apslhr, l? aprlhu l 2 
=Pr | min n ; 5 <Ohgl +w 
azps|hr, | +1 azprihu,| +1 
where 0 = 27"1@, pp and w; = 271 — 1 Next, POP is rewritten as (15). 
SOP aips\|hr ale 2 
Pi =] — Pr "J > Olke + Wy 
azpslhr,.| +1 
(15) 


A 


h 2 
x Pr _aiprihul un | > Ohel? +w 
azprihu,| +1 
B 


We continue compute each component as (16) and (17) 




















(olhs? +w1) 
A=Pr |hr,. | > 3 PS < am 
aips — (6lhs + w) a2ps [hsp] 
- , (16) 
5 (6lhs +w1) lhsp| Pr 
+ Pr [AR > 5 , Bs > 5 
(a = (olhe ton) a2) pI lhs Pl 
N. 
A2 
Olhel’ 
E a E in| ECL E ean 
ps (a — |hg| 0az — waz) Ps 


amas! 5) Jaca (17) 


2 
(= (a1 — yaz — w1a2 








Y 
Finspl? (2) (i finz W) h Ea 
0 


o~e 








w 
‘set n(Oy+w1) y 
e SRPS(41—9agy—4241) rE dy 
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=(=) y you 
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832 o 
where y = 4—1% Let t = 2y/y — 1 => y = (t + 1)y/2 => dy = w/2dt, A, is given by (18) 

N n—1 
Sb N \ y1) 

Ay =(1— e Pss — 
1=(1-¢ te) y (7) a 

1 (18) 

n[Ov(t+1)+2w4] 





GDY 
x e 2 AXsRPs [201 —9an(t+1)p—2ap04] dt 
-1 
Since it is difficult to derive a closed-form expression for (18), an accurate approximation can be achieved for 


it. Using Gaussian-Chebyshev quadrature, we have (19) 











yn(—=1)" 4/1- 
Ay = (1 — er ) D ) _ en aE) (19) 
=1 p=1 E 
L EY 4 lOl) 
Asrps[2a1—0a2(t+1)y—2a2w4]° 





where y = “155342, & = cos (*5p=7) and g (2) = “Gy 


Next, A» is sacle’ as (20) 


(olhs? +w1) Insp” 3 2 
= 2 Ike] < Y, |hsp| 
(a — |hp| Paz — waz) pI 
(20) 


(0x +01) y 
=| mat Finsel? Y Ji = Firgas? (z — azz — 21) pr dady 








Ag = Pr |hr,. 2 





se 


then, Ag is calculated as (21). 

















N ee 1 
n (02-404) 
Apo => > e be je Je (sista Gaga— aeni dedi) 
E ASPÀE i 
PS 
w a 21 
so e ip a La n (6x + w1) ) i a 
a, F e 
= AspAB J Asp (a1 — Îazz — a2u) PrÀsR 
PI (3 n(Or+wy) ) 
xe Ps \ sP + (ay -baze-az2w1)PrÄSR dx 
Let t = 2x /y — 1 => x = (t+ 1)¥/2 => dx = q)/2dt, Ag is given by (22). 
au N ea ae i (t41)b _ er n(O(t+1)p+201) 
Ag =) ( oeei INE LPS, (xis tmr aa +I) Y= APs) 
E] n 2AsPÀE J (22) 
( det + n(0(t +1) + 2w) is 
Asp l (2a, — bag (t +1) 0 — 2a2qw1) prAsr 


Although, it is difficult to derive a closed-form expression for (22), we can obtain an accurate approx- 
imation for it. Using Gaussian-Chebyshev quadrature, it can be obtained that 


LE E ja Wieg = (eg toe _ 275v) ex 
n 


2VAsPÀEE (Go) 
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n 2v—1 z la 1 n(0(@+1)p+2w1) 
where C, = cos ( OV T) and E (x) = (4 | ap a) 


Substituting (23) and (19) to (16), A is given by (24). 





2PABR 


erm EE (ROE 





n-1 z 
+4 3 3 E s m(—1) V1=G Ky tiy eS (u) 


2VAsPAB= (Gv) 


n=l1v=1 


Next, B is calculated as (25). 


h 2 
B=Pr “prh > blhe|? +w 
azprihu,| +1 


Olhe? +w 
PR (a = Ihe baz — waz) 


Y 
= Ox + wy 
Li (x) f = Pino? (— (a, — xhaz an) 


w 
1 Oxr+w1 
= àE àU,PRCL Taz -w1a2) dy 
ÀE 
0 


=Pr | |hu,|’ lanl <4% 











The similar, using Gaussian-Chebyshev quadrature, B is given by (26). 





ar Q ¥(6a+1) Ov (Cqt1) +201 


B x 5 Í = Ç2e 2E AU, PR[2a1 —Y(u+1)0a2 —2w1a2] 
2\gQ V 1 


where ¢, = cos ( 2r). 





Finally, substituting (26) and (24) to (15), PSO? is given by (27). 














N P wn(—1) moh 1 — Be ate) 
pSOP 4 — (1 z% Trase ) (7 ) 
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2AB E q 


Let ps — o0, POP: 


N V Q y?r? (1)! 1- i- 
Ee a) } 
n=1v=1 q=1 


ror E (6o) 


is given by (28). 
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(26) 


(27) 


(28) 


(Chi-Bao Le) 


834 og ISSN: 2302-9285 


3.2. Secrecy outage probability of U2 
In similar way, SOP performance at user U2 is expressed by (29) 


POP = Pr (C2 < R2) 


1 1 + min (72; Wo,2 
=Pr | —log, min (Yj, We,22) < Ry 
2 1+ YE2 


=Pr (min (a2ps|hn,. I’, azpr|hu;|”) < Shel? + wa) 


=1— Pr (azpslhrn:l? > dlhgl? +w2) Pr (a2palhvsl? > dhe’ +w2) 


Sa ee SS 
D E 





(29) 


where 9 = 2??? ap” and wz = 2772 — 1. 
After several steps, PIOR can be obtained as (30). 
N mat. Tee 
(1 e- 733r ) y N \Asr(-1)" e *5R 
—\n (Asr + naAgav) 
n=1 (30) 
Age 1) -8I RUIS Ae, m: 
>» a er ) eee SASP PSXSR Ei (—PnAn) 


ab 
psop _;_ Are Mua 
ObAR + Av, 














ApavAgpn 





Let ps — œ, the error floor Ree 


N n 
SOP, _ 4 _ N \ Asr(-1)" 42 mf An 
P: =1-) ( N je m 81) 


n=1 


is given by (31). 


4. NUMERICAL RESULTS 

We set main parameters as: power allocation factor a; = 0.9 and target rates ag = 0.1. Ry = Ro = 1. 
SNR of interference from primary network pr = 15dB. SNR of eavesdropper pg = 1 dB. The channel gains 
are Asp = 0.1, Asr = 1, Arpı = 0.9, ARp2 = 0.6 and Arg = 0.1. Q = V = 1000. Figure 2 shows SOP 
performance versus transmit SNR. 
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Figure 2. SOP versus transmit SNR at BS 
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We consider many cases related to NOMA, OMA. As can be seen from such outage performance, the 
error floor curves are very matched with exact curves at high p. Signal xı exhibits better SOP compared with 
z2, and it can be explained that different power allocated to each signal. The simulation results are also very 
tight with the analytical results. Similar trend of SOP can be reported in Figure 3. Figure 3 depicts SOP curves 
versus p;. When pz is greater than 30 (dB), SOP curves meet saturation. 
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Figure 3. SOP versus transmit SNR at BS 


5. CONCLUSION 

The paper studied cognitive radio using NOMA and relay selection. Secure performance is considered 
as existence of an eavesdropper. Moreover, the exact SOP is derived for two destinations. The derivations and 
analysis results showed that the proposed relay selection can effectively enhance the secure performance. 
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